Bé/\, EPRS Technical Notes

SECTION 1

The following is a guide for a minimum recommended setup when accessing the DFSA Electronic Prudential
Reporting System (EPRS).

If you experience problems accessing or attempting to log on to the EPRS application you should confirm with your IT
Department that your computer settings adhere to the following minimum setup before contacting the DFSA:

Computer processor
e Intel Pentium running at 200 MHz or equivalent (Intel Pentium 2 running at 400 MHz recommended)

Operating system
e Windows XP or Windows 7

Browser
e Internet Explorer v6.x, v7.x, v8.x or v9.x
e Pop-up blocker must be turned OFF while using EPRS

Monitor
e 1024 x 768 screen resolution

Memory
e 128MB RAM recommended for Windows XP / 7

Printer
e Any compatible printer — Required to print hard copies of your returns

Internet Connection

e Minimum recommended 256KB line
o Note: as this application will be accessed via the internet, the stability and speed of your internet
connection, firewalls and proxy settings may cause a variance in performance.

Client Tools

e Adobe Acrobat Reader — this will enable you to view and print the reports. More information on Adobe can
be found at www.adobe.com

SECTION 2
** IMPORTANT CLIENT CONFIGURATION **

The following change must be made to your computer in order to use the ‘Navigate’ button in all
versions of Internet Explorer.

1. Within Internet Explorer click on ‘Tools’ -> ‘Internet Options’:
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2. Click on the ‘Security’ tab:

Internet Options

| Gen Security acy || Conten

Select a zone to view or change security settings.
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Local intranet  Trusted sites  Restricted
sites

onneckions | Programs | Advanced |

Internet

Site:
This zone is for Internet websites, it
except those listed in trusted and

restricked zones.

Security level For this zone
Allowed levels for this zone: Medium to High
- - Medium-high
E - Appropriate for most websites
- Prompts before downloading potentially unsafe
content
- Unsigned Activex controls will nat be downloaded

Custom level... Default level

ll zones to del

L level

ol

3. Click on ‘Trusted Sites’:

Internet Options

| General | Security |Privacy | Conten

rograms | Advanced |

Select & zone to view or change gy saitings.
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sites
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J This zane contains websites that vau LS5

trust not to damage waour computer or
your Files,

Security level For this zone
Allowed levels for this zone: Al
- Medium
- Prompts before downloading potentially unsafe

content
i E - Unsigned ActiveX controls will not be downloaded

Custom level... Default level

ll 2onies ko default level

Apply
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4. Click on ‘Sites’ — new pop up message box should appear:

Internet Options

Ganerall Security |Privacy Content | Connections || Programs | Advanced

Select a zane to view or change security settings,
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Internet [ R ET T Truisted sites Restricted
sites

Trusted sites —_—
e Cs_D
f This zone contains websites that you e ———
b trust not to damage vour computer or

your files,

Security level for this zone
Allowed levels For this zone: Al
Medium
- Prompts before downloading potentially unsafe

content
2 L‘_l - Unsigned ActiveX controls will not be downloaded

Custom level...

Trusted sites &‘

4 You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:

[ [ e |

‘Websites!

Require server verification {https:) for all sites in this zone

Close

5. Inthe ‘Add this website to the zone:’ ensure the following is entered:
https://dfsaprureporting.dfsa.ae/

6. Click on ‘Add’, the URL will now be added to websites:

Trusted sites E‘

47 ‘ou can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.,

Add this wehsite to the zone:

| D

Wehsites:
hkkps:

dfsaprureporting.dfsa.ae

Require server verification (https:) For all sites in this zone

Close

7. Ensure ‘Require server verification (https://) for all sites in this zone’ tick box is ticked:
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Y¥ou can add and remove websites from this zone, All websites in
3 this zone will use the zone's security settings.,

Add this wehsite to the zone:
\ Add

Wwebsites:
https:jidfsaprureporting,dfsa. as Remowve

4= TF[Require server verffication (https:) For &ll sites in thi@

Close

8. Click on ‘Close’:

Y¥ou can add and remove websites from this zone, All websites in
3 this zone will use the zone's security settings.,

Add this wehsite to the zone:
\ Add

Wwebsites:
https:jidfsaprureporting,dfsa. as Remowve

Require server verification (https:) For all sites in this zone

9. Change the ‘Security level for this zone’ slider to ‘Medium-Low’:

| General | Security | Privacy | Content | Connections || Programs | Advanced |

Select & zone to view or change security settings.
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Internet  Localintranet  Trusted sites  Restricted
sites

Trusted sites
This 20ne contains websites that you
trust nok to damage your computer ar

your files,
Vou have websites in this zone.

Security level for this zone

EEN=H

Medium-low
- Appropriate For websites on your local netw
(intranet)

- Most content will be run without prompting wou
- Unsigned Activel controls will not be downloagéd
- Same as Medium level withaut prompts

[ Custom level, . ][ Default level ]

[ Reset all zones to defaulk level ]

[ (s[4 H Cancel H Apply ]

10. Click on ‘OK’

-- END -



