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Homeland Security Investigations  

U.S. agents disrupted an Iranian assassination-for-hire scheme 
targeting Saudi Arabia's ambassador to the United States. 
 
"This case illustrates that we live in a world where borders and 
boundaries are increasingly irrelevant -- a world where individuals 
from one country sought to conspire with a drug-trafficking cartel in 
another country to assassinate a foreign official on United States 
soil 



Homeland Security Investigations  

Mission Statement 

 
ñIdentify and prosecute criminal and terrorist 

organizations that wish to exploit vulnerabilities 

within the U.S. financial and trade systemsò 

 



Homeland Security Investigations  

ÅU.S. Homeland Security Investigations 

ÅMENA Regional Illicit Financing Schemes 

ÅCase Studyôs 

ÅEmerging Vulnerabilities 

 

 

 
 

 

Teaching Points 



Homeland Security Investigations  

Homeland Security Investigations (HSI) is a federal law 

enforcement agency under the U.S. Department of Homeland 

Security (DHS).   

 

HSI is responsible for identifying, investigating, and 

dismantling vulnerabilities regarding the nation's border, 

economic, transportation, and infrastructure security.  

 

HSI is charged with the investigation and enforcement of 

over 400 federal statutes within the United States, and 

maintains attachés at major U.S. embassies overseas. 

 

Homeland Security Investigations 

http://en.wikipedia.org/wiki/United_States_Department_of_Homeland_Security


Homeland Security Investigations  

The Special Agents of HSI use their broad legal authority to 

investigate and combat a range of issues that threaten the national 

security of the United States.  These investigations include: 

Homeland Security Investigations 

Å Money Laundering 

Å Bulk Cash Smuggling 

Å Financial Fraud 

Å Terrorism 

Å Trade Enforcement  

Å Smuggling  

Å Arms, WMDôs, 

Narcotics, People 
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Homeland Security Investigations 

Homeland Security Investigations  

Homeland Security Outreach 

ÅSince the attacks of September 11, 2001, law enforcement-

private sector partnerships have been viewed as critical to 

preventing money laundering, terrorism and terror-related 

acts.   

ÅHSI recognizes the significance and integral role that 

industry groups play in establishing and bolstering anti-

money laundering guidance and oversight.  

ÅThe private sector represents the first line of defense 

against money laundering; and, an active partnership 

between law enforcement and the private sector is a key 

component in combating money laundering and terrorist 

financing. 

 

 
 

9 



Homeland Security Investigations 

Homeland Security Investigations  

 

ÅThrough this public/private partnership we are able to 

identify the means and methods used by criminals to 

exploit financial systems. 

 

ÅHSI works with specific private sector industries to 

gather new information and reduce vulnerabilities 

found within existing financial systems. 

 

ÅHSI provides training to the private sector to assist 

them in identifying and preventing exploitation by 

criminal and terrorist organizations 
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Homeland Security Investigations 

Homeland Security Investigations  

MENA Regional Illicit Financing Schemes 

ÅBulk Cash Smuggling 

ÅHawalaôs  

ÅTrade Based Money Laundering  

ÅEmerging Vulnerability  
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TRADE BASED 

 

MONEY LAUNDERING 

HSI Financial Investigations 

BULK CASH SMUGGLING 



BULK CASH SMUGGLING 

 

ÅPhysically smuggling cash to another jurisdiction, 

where it will be deposited in a financial institution, 

with less rigorous money laundering enforcement. 

ÅIn the U.S. it is a crime for anyone to knowingly 

conceal more than $10,000 and transport it into or 

out of the U.S. with out filing the appropriate forms.  

The penalty is 5 years in jail and forfeiture of up to 

the amount being smuggled.   

ÅBCS fuels criminal enterprises that traffic in illicit 

drugs, engage in violent crimes, and fund terrorism.   
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CURRENCY SMUGGLING METHODS 

http://www.ice.gov/graphics/cornerstone/financialcrimes.htm
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$24,465 seized at JFK Airport 
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Body Carrier 
 

$149,360 at Blaine, WA 
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$11,000,000 USD concealed in heavy machinery 



Jose Luis SERRANO-LOPEZ  

ÅOn January 12, 2005, Tennessee Drug Task Force 

officers stopped a BMW X5 for a traffic violation.   

ÅThe registered owner of the BMW, Gilberto 

SOLTERO, a resident of El Paso, Texas was not 

present.  The driver, Jose Luis SERRANO-LOPEZ, a 

citizen of Mexico residing in El Paso, claimed to be 

returning to El Paso from  Durham North Carolina.  

ÅA consensual search of the BMW revealed several 

false compartments underneath the vehicle.   

CASE STUDY ï Jose Serrano-Lopez 



 

Search of BMW X5 

 SERRANO-LOPEZ 



Compartment in floorboard on driverôs side 

SERRANO-LOPEZ 



SERRANO-LOPEZ 

Access panel under driverôs seat 



Currency concealed in compartment 

SERRANO-LOPEZ 



$1.5 MILLION SEIZED 

SERRANO-LOPEZ  



BULK CASH SMUGGLING 

ÁPurchase of any monetary instrument by a non-customer with large 

amounts of currency. 

ÁFrequent transactions or purchase of negotiable instruments $10,000 or 

under in order to avoid filing a Currency Transaction Report (CTR). 

ÁCustomer making cash deposits $10,000 or under at multiple locations 

or cash deposits made to one account at the same location by multiple 

individuals. 

ÁCustomer depositing $10,000 or under after being told of CTR reporting 

requirement. 

ÁSplitting large currency deposits among several accounts. 

 

RED FLAG INDICATORS 



TRADE BASED 

 

MONEY LAUNDERING 

HSI Financial Investigations 

HAWALA 



ÅHawala is an ancient, method of transferring money that is 

based upon trust and the personal relationship between 

the operators. 

ÅInvestigations have shown that proceeds from various 

crimes as well as funds raised in support of terrorist 

groups have been laundered through Hawalas. 

ÅHawalas allow the transfer of millions of dollars, with little 

or no transparency, making it an attractive mechanism to 

move illicit proceeds by criminal and terrorist 

organizations.  In most cases the value is transferred, as 

opposed to the cash itself.  This is referred to as an 

Informal Value Transfer System or (IVTS). 

WHAT IS A HAWALA? 



   Customer A 

USA 

Hawaladar 

USA 

Customer B 

Pakistan 

Hawaladar 

Pakistan 

ÅThis form of Hawala 

depends on the existence 

of cash pools in each 

country to settle 

payments 

ÅCustomers must provide 

a ñtokenò or code to 

receive payments  

ÅThe method of settlement 

between the Hawaladars 

may depend on fraudulent 

schemes to transfer value 

HOW IT WORKS 


