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STATEMENT BY THE CH A IR M A N

Statement by the Chairman
The DFSA has played a key role in helping to establish
the DIFC as one of the world’s leading financial centres.
Our Business Plan aims to build upon our commitment
to international standards and best practices so that the
DIFC continues to grow and support the Dubai and UAE
economies.
This Business Plan sets out the contribution we intend
to make to the continued delivery of the Vision of His
Highness Sheikh Mohammed bin Rashid Al Maktoum,
Vice President and Prime Minister of the United Arab
Emirates (UAE) and the Ruler of Dubai, for the creation
of a truly world-class financial centre, contributing to the
growth and development of Dubai and the UAE. We
continue to be guided and encouraged in our efforts
by His Highness Sheikh Maktoum bin Mohammed Bin
Rashid Al Maktoum, Deputy Ruler of Dubai and the
Presidentof the DIFC, and by His Excellency Essa Kazim,
the Governor of the DIFC.

Saeb Eigner
CHAIRMAN

i am pleased to present the seventh
published DFSA business plan, which
covers the years of 2019 and 2020.
this follows another period of
significant achievement and ongoing
broadening and deepening of the Dubai
international financial centre (DIFC).
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The ongoing success of the DIFC is recognised globally.
Dubai is now ranked amongst the top ten global financial
centres according to The Banker magazine. This is
complemented by a supportive business environment
more generally, with the UAE ranked 11th globally on
the World Bank’s Ease of Doing Business Rankings.
The DFSA will continue to contribute to the success
of the DIFC and to Dubai and the UAE more broadly
over the coming years. We will support the Islamic
Economy Initiative framework for all types of Islamic
finance activity, including the listing of Sukuk on Nasdaq
Dubai, the world’s largest venue for Sukuk listings. We
will support the Dubai Plan 2021, through our adoption
of various Smart Dubai initiatives and our support for
the Dubai Data Initiative. The DFSA will continue to
work with Dubai and UAE Government authorities, in a
collaborative and co-operative manner, to build upon
recent successes.

The UAE will be subject to a Financial Action Task Force
(FATF) Mutual Evaluation in 2019, which means that
preparation for this will form a significant part of our
2019/2020 Business Plan as it formed a key element in
our 2018 business activities. Organisation-wide, the FATF
Mutual Evaluation preparations and related workstreams
will be a core priority for the DFSA over the business
planning period. We have placed a heavy emphasis on
combating all forms of illicit finance since the beginning
of the DIFC, and this unwavering commitment will
continue in the future. As an organisation, we will work
to achieve the best possible outcome for the DIFC and
assist other UAE authorities in their preparations where
possible.
New financial technology, or FinTech, continues to have
a significant impact on the financial services industry.
It has the potential to change significantly the way we,
as individuals and as companies, consume financial
services, drive efficiencies within the sector, and foster
financial inclusion. We expect the pace of technological
development in the financial services sector to
continue and, therefore, have included Innovation as a
strategic theme over the coming years. As a strategic
theme, Innovation refers to our readiness to facilitate
technological development within the sector, while
ensuring risks posed by such developments do not
adversely impact our regulatory objectives. Innovation
also refers to our focus internally, to seek to take
advantage of new technologies to enhance our riskbased approach to regulation. This involves making
use of increased automation and Artificial Intelligence
in regulatory and non-regulatory processes, as well as
seeking to facilitate the development of industry-led
Regulatory Technology (or RegTech) solutions.
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a key priority in our plan remains
the development of a growing
cadre of emir ati regulators,
imbued with international standards
and regulatory best pr actice.
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To this end, we will continue to develop
our Tomorrow’s Regulatory Leaders (TRL)
programme and supplement this with
appropriate recruitment. This programme
has yielded solid results for the DFSA,
with TRL graduates taking up leadership
positions both within the DFSA and in
other UAE entities.

As with all regulators, the people are what
determine the quality and success of the
organisation. I am confident that, with the
team we have in place at the DFSA, we
will continue to make a strong contribution
to the success of the DIFC, and so play a
part in the ongoing achievements of Dubai
and of the UAE.

I am fortunate to be Chairman of an
excellent international Board, which
provides appropriate guidance and
direction to our Chief Executive and
his very able colleagues. Since the
previous Business Plan, the depth of
knowledge and experience of our Board
has been enhanced by two excellent new
appointees: Ms Julie Dickson and Ms Teo
Swee Lian. So too has our management
changed, with the recent appointment
of Bryan Stirewalt as our new Chief
Executive, who brings many years of
experience to the position as a regulator
and in emerging markets and clearly has
the respect of both staff and firms alike.

I close in thanking everyone at the
DFSA for their extraordinary hard work
and diligence, and everyone within
and beyond our DIFC borders who has
supported us throughout 2018.
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Saeb Eigner
Chairman

DFSA

DFSA V ISION A ND R EGUL ATOR Y A PPROACH

DFSA

DFSA Vision & Regulatory Approach

VISION
To be an internationally respected regulator, leading the development of
financial services through strong and fair regulation.

MISSION
To develop, administer and enforce world-class regulation of financial services
within the DIFC.

the DFSA is the independent regulator of
financial services conducted in or from
the DIFC, a purpose-built financial free
zone in Dubai, UAE.

REGULATORY APPROACH
To be risk-based and to avoid unnecessary regulatory burden.

The DFSA’s regulatory mandate includes asset management, banking and credit
services, securities, collective investment funds, custody and trust services,
commodities futures trading, Islamic finance, insurance, an international equities
exchange, and an international commodities derivatives exchange.

VALUES

In addition to regulating financial and ancillary services, the DFSA is responsible
for supervising and enforcing Anti-Money Laundering (AML) and Counter-Terrorist
Financing (CTF) requirements applicable in the DIFC.

t To expect high standards of ethical conduct and integrity from the DFSA and
its people.
t To demonstrate professionalism, independence, efficiency, leadership and
resolve in the discharge of our responsibilities.
t To ensure administrative fairness, consultative process, accessibility,
impartiality and accountability in the performance of our functions.
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DFSA OBJEC TI V ES A ND PR INCIPLES

DFSA Objectives and Principles
the DFSA has established, and strives to
maintain, an environment that fosters
the guiding principles of integrity,
tr ansparency and efficiency.
It has done so by embedding high standards in a clear, succinct and flexible regulatory
framework based on international regulatory standards, as relevant to a modern
international financial centre.

In discharging its
regulatory mandate,
the DFSA has a statutory
obligation to pursue the
following objectives:

In exercising its powers and
performing its functions,
the DFSA shall take into
consideration the following
guiding principles:

t To foster and maintain fairness,
transparency and efficiency in the
financial services industry (namely, the
financial services and related activities
carried on) in the DIFC;

t Pursuing the objectives of the DIFC as
set out under Dubai and Federal Law;

t To foster and maintain confidence in the
financial services industry in the DIFC;
t To foster and maintain the financial
stability of the financial services industry
in the DIFC, including the reduction of
systemic risk;
t To prevent, detect and restrain conduct
that causes or may cause damage to the
reputation of the DIFC or the financial
services industry in the DIFC through
appropriate means, including the
imposition of sanctions;
t To protect direct and indirect users
and prospective users of the financial
services industry in the DIFC; and
t To promote public understanding of
the regulation of the financial services
industry in the DIFC.
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t Fostering the development of the DIFC
as an internationally respected financial
centre;
t Co-operating with and providing
assistance to regulatory authorities in
the United Arab Emirates (UAE) and
other jurisdictions;
t Minimising the adverse effects of the
activities of the DFSA on competition
in the financial services industry;
t Using its resources in the most
efficient way;
t Ensuring that the cost of regulation is
proportionate to its benefit;
t Exercising its powers and performing its
functions in a transparent manner; and
t Complying with relevant generally
accepted principles of good governance.
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Statement by the Chief Executive
The development of our Business Plan follows a period of ongoing success for the DIFC and Dubai more broadly.
This ongoing success is reflected in both breadth and depth, with the DFSA now regulating 491 Authorised Firms
and two exchanges, and registering and having oversight of 16 Registered Auditors and 116 Designated Non-Financial
Businesses and Professions, as at the end of 2018.
The ongoing increase in size and maturity of the DIFC continues despite a period of challenging macroeconomic
conditions in the region and geopolitical challenges around the globe. This reflects the solid longer-term prospects
of the DIFC as a place to do business, supported by a world-class regulatory regime that can respond to challenges
as they arise. In developing our Business Plan, we consider the global and regional economic environment,
international regulatory developments, trends amongst the regulated community, and our Board’s risk tolerance.

Such considerations include:
t The upcoming FATF Mutual Evaluation of the UAE
in 2019 will command a considerable amount of our
attention and resources over the coming period, as
it has in the previous period. Preparation for the review,
including ensuring effective implementation of required
rulebook changes, will be another key supervisory
focus. We will also continue to assist and cooperate
with Dubai and Federal Government authorities in
preparing for the upcoming review.

Bryan Stirewalt
CHIEF E XECUTIVE

it is my pleasure to present the DFSA’s business
plan for the period of 2019 to 2020, which
covers our core activities and strategic
priorities for the coming two years. our
business plan is aligned with our statutory
objectives and aims to ensure that we
deliver the outcomes expected of us.

10

| DFS A BU S I N ES S PL A N 2019/20 20

t Regional economies have recently emerged from
a challenging period of low commodities prices and
slowing regional growth trends. Conditions across
the region are improving on strengthening government
fiscal balances and accelerating regional infrastructure
investment. Globally, however, a number of key risks
cloud the economic outlook, including the build-up
of debt in a number of economies, rising interest
rates, tightening liquidity and potential for tensions in
global trade to escalate. For us, it is important that we
continue to monitor trends in credit and liquidity risks
against such a backdrop.
t The pace of regulatory change globally has slowed
in recent years as standard-setters have shifted focus
from post-crisis reform towards implementation. For us
too, this will be a key supervisory focus in the coming
years, with a particular focus on ensuring firms have
effective corporate governance and risk management
in place. We will continue our focus on proper client
classification and suitability of product offerings. We
will also offer more emphasis on protection of client
assets, particularly in a resolution scenario.

t Enhancing cyber-resilience of our regulated population
will also be a key priority, as we seek to confirm, that
our firms are equipped to deal with cyber-security
risks as they arise. We look to work closely with other
regulators and through public/private partnerships
so that this risk is effectively captured and mitigated.
An encouraging feature has been recent developments
in new regulatory technology, or RegTech. This has the
potential to drive efficiencies and reduce the cost of
compliance for our regulated entities. We will continue
to engage with firms offering such solutions so as
to better understand the technology and facilitate
development where possible. Such consideration
of new technology has led to Innovation becoming
a strategic theme for the DFSA over the business
planning period.
t We have witnessed continued adoption of new
technologies amongst financial services firms globally
and within the DIFC. New financial technology, or
FinTech, has been a key focus for the DFSA in recent
years and will continue to be as this aspect of financial
services evolves over time. With this in mind, we will
seek to facilitate and encourage the development of
new technology in our regulated community while
maintaining appropriate safeguards.
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Lastly, 2018 saw the collapse of a large private equity group, Abraaj. The DFSA licensed
Abraaj Capital Limited (ACL) to carry on regulated activities within the DIFC, but did not
regulate Abraaj Holdings Limited, nor Abraaj Investment Management Limited (AIML),
nor license the private equity funds, all of which were domiciled in the Cayman Islands.
The DFSA has taken regulatory action, and assisted the liquidators, in order to protect
the interests of the investors in the Cayman-domiciled funds, and will continue to do so.
The DFSA has for some time been investigating a range of matters in relation to ACL.

the DFSA will continue to do
everything within its power to pursue
any evidence of violations of DFSA
laws and regulations in the DIFC.
Given the importance of the Abraaj group - as a large private equity group in the
Middle East, and its connections with Dubai - if the DFSA concludes, following our
investigations, that there are lessons to be learned we will take steps to strengthen
our supervisory oversight going forward. We will also be reviewing our risk-based
approach to supervision to ensure that it properly captures some of the features of the
particular case. In addition, we will examine whether our regime addresses correctly
the situation where firms locate legal entities providing services to each other in
different locations, which can complicate supervision. Lastly, the collapse of this firm
will influence our thinking on corporate governance, on the allocation of responsibilities
amongst the senior management of firms, and on the best way to assign responsibility
for compliance within regulated firms.
Based on the considerations described above, Delivery, Sustainability, Engagement
and Innovation are our strategic themes for 2019/2020. Our strategic themes and
regulatory priorities underpinned by them are described in more detail in our
Business Plan.
In closing, I would like to thank my staff for their considerable efforts in shaping our
Plan and implementing it day to day. I also express my gratitude to our Board and
Chairman for their guidance and support in shaping our strategy. Finally, I would like to
thank our outgoing CEO, Ian Johnston, for his contribution to the DFSA over the years.

Bryan Stirewalt
Chief Executive
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STR ATEGIC THEM ES IN AC TION
DFSA 2019/2020 BUSINESS PLAN SUMMARY
t T
 o be an internationally respected regulator, leading the
development of financial services through strong and fair
regulation.
t To develop, administer and enforce world-class regulation
of financial services within the DIFC.
t To be risk-based and to avoid unnecessary regulatory burden.

Vision
Mission
Regulatory Approach

Str ategic Themes in Action

STRATEGIC THEMES IN ACTION
t Undertake thorough preparations for, and follow-up to, the
FSAP and FATF assessments and provide any requested support
to other UAE authorities.

Deliver world-class
regulation and
effective enforcement

DELIVERY

t F
 ocus on proportionate, DIFC-appropriate implementation
of international standards.
t Pursue Rulebook simplification, where possible.
t Take relevant and appropriate enforcement action.

Execute core functions
with professionalism
and efficiency
Maintain quality as DIFC
scale increases

Enhance organisational
robustness and resilience

SUSTAINABILITY
Positively shape
our environment &
organisation for the
long-term

Support Dubai government
strategy and DIFC
development

Jurisdictional
Uncertainty

The themes – Delivery, Sustainability, Engagement and Innovation reflect the context
in which we operate: the continuing evolution of the DIFC as a financial centre and the
DFSA as a regulator, against the backdrop of a growing Dubai and UAE. The population
of the Centre continues to grow, as does the depth and breadth of activities conducted.
This continues to demand a finely tuned risk-based approach to regulation, to make
appropriate use of our limited resources.

t B
 uild clear, efficient and scalable regulatory and
non-regulatory processes.
t Develop better knowledge management systems, match
recruitment and development to manpower needs.
t W
 ork more closely & collaboratively with DIFC bodies
to support sustainable growth of the Centre.
t Continue alignment with DIFC and Dubai government
strategy (Islamic economy, Etc.).

t M
 aintain efforts to resolve on-going boundary issues
so that the Centre can continue to grow.
t U
 ndertake regulation in a consistent, tr ansparent and
risk-based manner.
t Continue outreach activities to promote understanding
of the regulatory regime.
t M aintain sound relationships with regulators in key
jurisdictions and develop relationships in jurisdictions
anticipated to have increased importance.

Regulated firms and
home regulators

ENGAGEMENT
Thoughtful & active
engagement with key
stakeholders

t Deliver creative process and IT solutions as part of
maintaining operating excellence.

t C
 ontinue to build regulatory capacity via the TRL
Programme.
t Strive to improve Emirati representation throughout
the DFSA.

Build UAE National
capability

four str ategic themes have been identified
that which will drive our work over the
course of 2019/2020.

t Pursue efficiencies without compromising on quality
(e.g. refinements to risk-based regulation).

other regulators

t Engage MENA/GCC regulators & contribute to regional
fora, and (ii) African regulators.

Dubai and UAE authorities

t Continue building relations with Dubai and UAE bodies.
t Engage constructively with plans by Federal authorities
to enhance the UAE financial sector.

Global standard-setters
Facilitate FinTech
development

INNOVATION
Creative &
facilitative approach
as a regulator & as an
organisation

t Retain our standing amongst key global standard-setters.
t Take steps to understand the risks & opportunities posed
by FinTech; respond appropriately.
t Support UAE & Dubai efforts.

Be part of advances in
RegTech

t Refine warning systems to enhance responsiveness to
emerging risks.
t Facilitate development of industry-led regtech solutions.

Working smarter

t Implement digitalisation strategy for the whole of DFSA,
to achieve dubai government & DFSA goals, including
becoming even more risk-based.

REGULATORY PRIORITIES
FINANCIAL CRIME

CONDUCT

STANDARDS ALIGNMENT

tBe vigilant in addressing
all FC issues.

tContinue to emphasise conduct
risk (generally more prominent than
prudential) while providing appropriate
prudential attention to firms expected
to have rapid balance sheet growth.

tDemonstrate effective implementation
of international regulatory
standards via the FSAP & FATF process.

tStrengthen existing links with
relevant local and federal bodies to
mitigate Financial Crime risks.

tIn relevant areas, continue to align
with EU standards.
tUphold commitment to simplify the
Rulebook.

14
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SEC TOR PR IOR ITIES

BANKING

INSURANCE

the DIFC banking sector comprises
33 commercial banks located in the
DIFC, with total assets reaching usd
155 billion as at q4 2018.

The DIFC is home to 20 reinsurers and 60 insurance
intermediaries. Over recent years, the insurance market has
faced a number of challenges including overcapacity in the
global reinsurance market, low - albeit rising - interest rates,
and challenging regional business conditions. This has been
offset in part by health insurance, which has become a
valuable source of business for DIFC insurers.

The success and continued growth of the DIFC’s banking
sector in part reflects our commitment to ensuring our
regulatory regime is in line with global standards. To that
end, we will continue to deliver on the regulatory reform
agenda emanating from the global financial crisis of 2008.
This includes the development of a resolution regime
for DIFC banks and other remaining regulatory changes
from the Basel Committee for Banking Supervision.
While the regulatory reform agenda is ongoing, the pace of
change at global standard-setters has slowed, and focus has
shifted more towards implementation and effective supervision.

for the DFSA, effective supervision
is key, with a clear focus on good
governance and effective risk
management.
The DFSA will continue to adopt a supervisory approach promoting
these standards, in conjunction with an early and effective
intervention regime to safeguard the DIFC’s banking sector.
Our supervisory priorities with respect to the banking sector
over the business planning period include ensuring adequate
implementation of liquidity requirements – such as the liquidity
coverage ratio and net stable funding ratio – by DIFC banks.
As per our risk tolerance, closer attention and scrutiny will be
applied to those entities considered systemically important
either locally or regionally.

For the business planning period, our supervisory priorities
include the development and implementation of IFRS 17.
Despite the introduction of IFRS 17 being deferred by one
year, it remains a key change for the insurance industry and
will occupy a great deal of our time and that of our regulated
firms. Consistent with our supervisory approach more broadly,
and in line with our digitalisation drive, we will seek to make
better use of industry analytics to inform our risk-based
approach to supervision. Over the business planning period,
we will conduct a thematic review of the professional
indemnity insurance cover required of some of our regulated
entities, with a view to assessing whether such cover
mitigates risks in the way we anticipate when requiring firms
to hold it, and providing the industry with sufficient guidance
regarding such coverage.

we will also increasingly focus on
the changing nature of natur al
catastrophe risk, to capture
changing dynamics in insur ance risk.
Our greatest focus follows the increase in frequency of
large losses and accumulation of risk through increased
insurance penetration, placing an increased focus on
underwriting standards.

In addition, we will seek to complete the implementation of
IFRS 9, including the classification of non-performing loans
and the impact on capital. We will continue to monitor asset
quality and concentration risk while also seeking to make
more use of improved monitoring and analytics of the banks
we regulate, and of potential risks.
A key aim of our banking supervisory regime will be to focus
our examinations on emergent risks. This includes new
technologies used in the banking sector, as we strive to
provide a balance between fostering innovation in the sector
and minimising potential risks financial innovation may pose.
Finally, we will seek to enhance our relationship with key
regional banking regulators, so as to foster a co-operative
approach when dealing with regional issues and encourage
information sharing amongst regulators.
16
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SEC TOR PR IOR ITIES

WEALTH MANAGEMENT

MARKETS
the DFSA has no toler ance of any abuse of DIFC financial
markets, including any instances of market manipulation,
insider tr ading or any other activity that seeks to
undermine the credibility of DIFC financial markets.
The DFSA will continue to promote fair, transparent
and efficient markets through ongoing monitoring of
trading activity for any irregularities. We will prioritise
investigations and enforcement activity where there is
credible suspicion of market abuse. In addition, we will
continue to raise awareness of, and promote, the Code of
Market Conduct to industry participants.
The ongoing success of the DIFC as the world’s leading
Sukuk listing venue will continue to be supported by the
DFSA in its operation of the DFSA listing authority.
We will continue to work with the industry to facilitate Sukuk
listings in the Centre and to ensure that the DIFC remains
a world-leading Sukuk listing venue, a key aspect of our
contribution to the Dubai Islamic Economy Initiative.

The recent decision by Saudi Aramco to include the
Dubai Mercantile Exchange (DME) Oman crude oil price
in its official selling price for shipments of sour crude oil
to Asia is a positive development for the DIFC.

With its new benchmark status,
increased trading activity on DME
crude oil markets will become a
larger focus of the DFSA, as we seek
to minimise market abuse.
Similarly, we will continue to monitor and closely
scrutinise equity futures markets in the DIFC, particularly
with respect to futures where the underlying securities
are traded on another market outside the DIFC.

the wealth management sector has been
a key contributor of growth to the DIFC
over recent years, with solid growth in
domestic funds management.
We will continue to facilitate development of this sector by improving the licensing
and registration process of fund managers and funds. We aim to provide an efficient
and cost effective process of applicants establishing themselves and setting up funds
domiciled in the DIFC. This will include introducing online forms for all fund managers
and funds to compliment our focus on a seamless application process.
A heavy focus will continue on how our regulated firms manage client assets. As we
have no tolerance of misappropriation or mishandling of client assets and monies, we
expect all regulated firms to maintain proper systems and controls for the safeguarding
and segregation of client assets. Over the business planning period, we will enhance
awareness amongst the regulated community regarding their regulatory obligations in
this regard and will conduct a thematic review of client assets.
We will also undertake a thematic review in respect of our asset management firms.
Specifically, we will focus on firms acting as an asset manager, or advisor, providing
such services to foreign funds. This will enable us to enhance our supervisory
approach with respect to such entities and confirm that any such activity falls
within our regulatory risk tolerance.

18
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CROSS-SEC TOR PR IOR ITIES

ANTI-MONEY LAUNDERING/
FINANCIAL CRIME (AML/CTF)

FINANCIAL TECHNOLOGY
AND CYBER-RESILIENCE

given the nature and scope of financial
services in the DIFC, and Dubai’s position
as a leading regional centre of tr ade and
commerce, aml/ctf are key priorities for
the DFSA. assessment of aml/ctf progr ammes
will continue to be an integr al part of our
supervision of authorised entities.

The landscape for new financial
technology continues to develop
both locally and globally.

The DFSA will utilise various tools to identify and mitigate AML/CTF risks including,
but not limited to, desk based reviews, on-site risk assessment, thematic reviews,
and reporting obligations such as annual AML reports.
In addition to our regular programme of AML/CTF risk mitigation, the UAE will be
subject to a FATF Mutual Evaluation in 2019. The DFSA will prioritise preparation
for this and will work in co-operation with UAE authorities to such ends.
Our preparations will focus on:
t Checking that our regulated community have implemented changes we have
made to our AML regime;
t Developing our risk-based approach to supervision of AML/CTF risks; and
t Further engagement with our regulated community in relation to such risks.
Organisation-wide, the FATF Mutual Evaluation and its related workstreams
will be a key priority for the DFSA over the business planning period.

20
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The DFSA recognises the important role that innovation
and technology can play in enhancing the ability of the
financial services sector to serve the broader economy.
Over the business planning period, the DFSA will
continue to facilitate the development of new financial
technology within the DIFC. We will maintain a close
working relationship with FinTech Hive at DIFC, actively
supporting accelerator programmes, meeting with
start-up firms wishing to obtain a financial services
licence, and providing informal assistance where
necessary. We will also engage with regional and
international regulators with regards to FinTech and
build upon the agreements we already have in place,
including our involvement in the recently established
Global Financial Innovation Network (GFIN).

Technological developments
are increasingly assisting many
market participants in meeting
their regulatory obligations,
and helping regulators to
monitor market activity.
Commonly referred to as RegTech, such developments
are helping to increase efficiency in operational flows,
develop new risk insights and other benefits for both
market participants and regulators. The DFSA has
embraced RegTech and will continue to do so. Internally,
we will do so through our digitalisation programme.
Externally, we will continue to engage with firms in
the DIFC offering RegTech solutions, to understand
developments in the field, to facilitate progress
where possible, and to try and understand how such
technology may change the way we need to regulate.

Increased use of technology by the
regulated population has brought
many efficiencies, but this has also
shifted the nature of risks faced by
some entities.
Specifically, cyber-attacks in the financial services sector
are occurring with greater frequency, necessitating the
need for heightened cyber-resilience of the regulated
community. Addressing this shifting risk profile, the DFSA
recently established an Operational and Technology Risk
unit within the Supervision division, highlighting our
increasing supervisory focus on such risks.

Over the business planning period,
cyber-resilience of the regulated
community will receive more
supervisory focus than previously
was the case.
The DFSA expects the regulated community to have
sufficient safeguards in place to shield against the
risk of a cyber-attack, as well as being sufficiently
prepared to respond to a successful attack. This
includes appropriate governing body oversight of
cyber-risk management and firms having in place a
cyber-resilience plan. Our focus on cyber-risk will also
include the development of industry level guidance on
such risks and a cyber-security thematic review to be
completed during the business planning period.

21

CROSS-SEC TOR PR IOR ITIES

AUDIT

RULEBOOK REVIEWS
the DFSA remains ‘OPEN FOR BUSINESS’ when it comes to
new financial technologies and we continue to explore
how our regulatory regime can accommodate new and
innovative business models.
Recent achievements – including the development
of crowdfunding regimes, the establishment of our
Innovation Testing Licence and our involvement with
Fintech Hive at DIFC – will be built upon over the
business planning period, including by extending our
crowdfunding regime to allow for different assets to be
crowdfunded. With the recent growth of digital assets
(such as tokenised securities and crypto-currencies),
we intend to develop a regulatory regime for digital
assets. In dealing with new technology, we will take
a regulatory approach that allows for innovation while
ensuring strict adherence to the DFSA’s licensing,
prudential and conduct requirements.

The DFSA will continue its inspection
programme for auditors of regulated firms.
Concerns have been raised in several other jurisdictions about the quality of audit work,
and the independence of that work given other services that some audit firms provide.
The DFSA will consider the risks this poses to the soundness of DIFC markets. We
will also continue to be an active participant in the work of the International Forum of
Independent Audit Regulators (IFIAR). In addition, we will continue to monitor the quality
of audits of listed entities, with a particular focus on annual reporting and corporate
governance arrangements.

22
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treatment of client Assets by
regulated entities remains a key
regulatory focus of the DFSA.
We will review our Client Assets regime over the business
planning period. This will include identifying gaps and
loopholes in our current regime and amending the
Rulebook accordingly. Further, we will review our regime
against the requirements of global standard-setters, so
as to verify that our regime is compliant with international
best practice.

Finally, we will seek to inform firms and auditors on our
expectations regarding the treatment of Client Assets,
through Outreach sessions, so as to promote better
compliance with the intended purpose of our regulatory
regime.

in 2019/2020, we will introduce new
rules on highly lever aged products
for retail investors.
Such products are typically characterised by their
speculative nature and complex structures, often
resulting in retail investors being exposed to products
that are unlikely to meet their longer term savings and
investment goals. Our regulatory regime will, therefore,
aim to require that suitable disclosure of the risks of such
products is better communicated, that such products are
suitable to retail investors needs, and to oblige that firms
offering such products to have the appropriate systems
and controls in place.
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ORG A NISATION A L PR IOR ITIES

ENFORCEMENT

DIGITALISATION

As a risk-based regulator, our
enforcement priorities are
aligned with our regulatory
risk tolerance. To that end, we
will prioritise investigations
and enforcement actions
towards certain activities.

the DFSA’s drive to innovate
and adopt new technology
to achieve greater efficiency
has continued to gather
momentum.

This includes:
t Financial crime, such as money laundering, terrorism
financing, deliberate breaches of United Nations
sanctions or any breaches of Federal Law;
t Any instance of market abuse in trading, such as
market manipulation and insider trading;
t Misappropriation and mismanagement of client
assets; or
t Misleading or deceiving the DFSA or obstructing
a DFSA-wide investigation.
To maintain integrity of DIFC financial markets
and retain confidence in the DIFC financial services
industry, we will seek to apply substantial financial
penalties for significant violations of our regulations.
This will enhance the deterrent effect of our enforcement
actions and assist us in delivering our vision of strong
but fair regulation. We will also seek to improve the
timeliness and transparency of our enforcement
process and outcomes, so as to provide certainty
to the market place.
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Organisationally, this will be a core priority over the
business planning period as the DFSA aligns itself with the
Smart Dubai initiative. In addition, we will strive to be at
the forefront of developments in RegTech and incorporate
these into our processes so as to enhance our risk-based
approach to regulation.
Initiatives aimed at achieving these goals include the DFSA
Paperless Initiative, which aligns the DFSA with the Smart
Dubai initiative to remove the need for paper usage by 2021.
By the end of 2019, the DFSA will have removed over 80%
of printers. We will seek to improve and automate processes,
and leverage Artificial Intelligence in a number of areas,
to drive efficiency gains across the organisation and to
identify regulatory risks and early warning indicators better.
To enhance the interface between stakeholders and the
DFSA, we will place more emphasis on end user experience
in the further digitalisation of online authorisation forms and
licensing processes.
Consistent with our increased focus on operational risk
and cyber-security of our regulated population, the DFSA
will be seeking to improve its own cyber-resilience over the
business planning period. Initiatives on this front include
greater usage of Artificial Intelligence to monitor systems,
detect threats and vulnerabilities, and ensuring that DFSA
network endpoints are protected at the highest levels.
Further, we will strengthen our security measures for the
Electronic Prudential Reporting System (EPRS) and enhance
our data protection measures so that firm information held
by the DFSA remains secure.
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PROGR ESS AG A INST T HE BUSINESS PL A N

DEVELOPING UAE NATIONAL
CAPABILITY

Progress Against the
Business Plan

The DFSA maintains a strong commitment to the development of UAE regulatory
capability. UAE nationals have, for some time, been the largest single group of
nationals in the DFSA staff and amongst our regulatory staff.

2006
our two-year trl progr amme, in place
since 2006, continues to make a significant
contribution in this regard.

2018
In 2018, we welcomed a new intake of five high
quality gr aduates from leading universities
across the UAE into the TRL Progr amme.
Graduates from our TRL programme are taking on greater responsibilities within the
organisation and across the UAE more broadly. In support of the more senior roles
being undertaken, and to facilitate career progression for more recent graduates,
we will continue to focus on developing capacity amongst our Emirati staff.

Each year, the DFSA publishes an Annual Report, which highlights the DFSA’s
activities and achievements over the past year. The Annual Report is, in essence,
a progress report against the Business Plan.
In addition to the Annual Report, ‘DFSA in Action’ - an annual publication reports on regulatory and non-regulatory developments and other DFSA activities.
The DFSA publishes updates, notifications and media releases on its website on an
on-going basis. DFSA publications are ordinarily available in both English and Arabic.
To subscribe to DFSA updates, visit www.dfsa.ae
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