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A Market Overview of Custody for Digital Assets 
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supervsory practices tc incorporate trought eadershp 1n ths exc1t1ng area ofgrowth 

The DIFC, as the leading financial services hub for the region, is seeing continued and growing interest in digital assets. The DFSA 
welcomes this development in its renewed focus to promote the future of finance while ensuring consumers have appropriate protections 
and financial stability is safeguarded. Buy-in from institutional investors, financial institutions and the general day-to-day investor is the key 
enabler to unlock the next level of digital asset adoption. Instilling confidence in digital assets will be necessary to attract these investor 
groups and the role of digital asset custodians will be critical to achieve this. 
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A Market Overview of Custody for Digital Assets 

Custodians are critical to the widespread 
adoption of digital assets 
T ٨١ - ا - -_ - _ ١٠ -> - __ ١ - - ٨ - __ - ء- - ١ »> _-- . 1١ . 1 __ ٠ __ . __ .. .. ١ _._ . 1 _ .... _ ٠ ا .. _ . _ 1 .. 1٠1 _ .. ٠ ا. __ . 1.٠١ _._ . 1١ . _ ١ __ .. __ أ _ 1 ١ _< ٠ _ ١٠ د « . ٠ - - 
 _ .. __ .. - .م_ ر .. .. _ . _ .. _ ... .. __ . __ .. _ LJ LJ . _ .... _ . .... _ _._ .. _. __ ... _. .. _. .. _ . ._.مي. __ ... . __ . _. u .. __ ._ ._ . ... ´لح م´م م ICWS As م م`م`م´) ClSIc:ciy م(´م - ICl'NII e"§ م´م م م´)م 1se-1 م´م ٠ كم``را`م ٠ ~ح s ´لم م´م SICIIS ´لح`را`م´م ٠ ل ل´رم´م ٠ (´م م ٠ م`رم`م ل م ر´م´م`ل ر´)ل´م ٠ a م ل´لم م لح``م ٠ م´م م م´)م`م م`م`م`م´)`م ٠ ل s sse1 a n1g11al م´م ٠ م ٠ SI ´لح`م ٠ ´لح م م´م ٠ م ٠ ~لمم´م`لم́ ´لم´لح`م ٠ ´ل م´م ٠ م ٠ لح` م´م م

 _ ١ _._< ا . __ '- __ ._< ١ ء _ ١ __ ٨.١.١٠ __ . 1 _ .. ١.٠ . __ . ا. _ ٠ _ .. __ . _ ا_ ._. ا. .. __ .. ١ _ ._ . _ 1٠ __ . __ ١ .. ٨ __ ا- ء- - - -_> ' - __ - _ ٠ -_-_ ا - - __ ١ - __ - ١ » ١ -_- -- _
 _ .. . . .. . مي _ . _ -, .. .. _. _. _س._ . _ . __ _ .. _ . __ م . ر .. م ر. . __ . '-- _ .. __ ._ _ . رم(لم م م ل م) ) : ol'I I111es )رم ل SI لح م م م es1al111s11 م)م seek111g are رم لح ل م م رم()م(ل م م م لح م ل :at111 er1re1ge1 لح رم لم م م رم م م)م م(م() م م رل م)م لرم ) م(م 11IS '/cl)kel e\/i:l\/es I'/fies 1 م رم م م

 ' ,, م ' ' ' ' ' ' - ' م م ' f ' - - م f ' ' ' ,,,.,I م ' م ' ,, ' ' ' م ' ,,
 - - '- لأ - لأ لأ - - ا ا - - - - لح م ل م م لح م م م لح م م رل م م م م ل م م لح )م م م م IS م م 11es , م SIIrH ىم ل م م م م(م م م لح at111 111/'S م م م م لم لح رل § l1a11g1 ) م م م م م م ل م م م م(م م م لرم)م م()م م م م م لح م م م م()م at111 kels م لزم م م م م لح م م م م ل م l:esl k م(م م لرم l1a1 م

 -> ١ - - - -- --ء _ .. 1 _ ..... 1 ا_ . ا_ ا_ . __ ١ ا_ ا ... ١ __ ١ _. 1 .. -- ا_ - - ٠ <. ١ _ ا_ - م - _ I , __ ١ .م ا_ - - - - _. ١ _ -'- - -' - م _ I __ ١٠ ا ح ' م - '
 -_ ... _ . __ . _ .... _ LJ .. __ ... _ . . _ . .. _ . _ . __ . _ ..... _ . __ .. _._. __ .. _ .. _ .. __ .... _. _ ._. _ .... _ .. . __ . __ .. _ .. .م .م .. _ ... _. _ .... _ .. __ . _. ر . __ ..... مي_ . _ .. _ . _ ewnrks م`م`ألم``أل ex1s111-,g (´ل`م ل`م´لح ر`م ل`م´لم كم`م`م ل`م م`رزم´)م´م´م ر´م(`ل`أ´م م´م`م`)´م I ´لم م`أ(`م ز`م م`ل`م ل´ل ر´ `أكم` م`م`م´كمم´م`م ل م` ر´ل م´أر` Cl,SIc:ci1a1-,s م´)`م كم` 1e11I 1,1 a1111l1cai-il are ks 11a111ew111 1eg11lal111y م

 . __ ) ا ._ ا_ ا __ ١ _ ا .٠ . .٠ . __ .٨١ . .. ا ..... ا .. _ .١. _1 .. ٨١ __ .) . . _ .. _ .. _ ا .. __ ) .1 _ . _ .. __ 1٠-_ -- ٨- -٨١ - - - -1 -_ - - __ - - __ ٠ __ ا--_- - -٨١_١--
 __ . .. _ . LJ مي __ ._ ._ _. _. .. _ ء __ .. __ ,u- . __ . . ._ .. __ _. .. ._ مي_ مي .. ... م م)م ر)م ل ل م م م لح ل م م ل م م()م ح §'1eas11 )م م م IS a11 لح م لح م م م ser'111 e ر)م م ل راىم)لم)م م م م )لح م لح م م م م(م م ases ل 1se, م لرم لح م م ل م م م لم (م م رلح رم م م م م م م م) ) م لم م م م 1se1 ,1ase, لمم م م م م م م)ل ح a م م م م م م ل م

 أ- - -_ - -_٨٠_٠ - - ا- - ا- ا _-١ -> -_- - -1 -٨ - __ ._.١٠_ .1_. .٨١أ. _ .. . __ .. _ T _1. __ . ١_1._.١_ أ. _ _ _ .1١ ._ .... __ .١ __ ١ -' « ١٠ __ <_. __ ا _١«
sr111ahl `1 م(´زم´) م´أ´ل أ(´م(´)م ر´`رز´) لحc:1-1s م´م`م´لح م´م (´)م tT1a1-,age م´ل م e 11se (´م م`~ل م`ل`م لم al a sse1s م´م م e ر´م´أ٠´لم آل`م(´)م´م`رز٠´) لح` م´م م م(´) كم`´)م´أ٠لح`~ح`أ٠´لح م`م`م`´لح IS ل´م´لح ل`م`رز٠´لم م ل´م`م`ز٠´لم لح`م´م م´)م a s م أ٠ IS (`مي_ .. _ .... __ م. __ .. __ .. _._ -, _ .. .. __ . . ._ .. __ لم´) لح` م´أ٠م __ . . _ ._.-._ .... - . .. __ . u- . __ .. . __ . __ ... _ ._ . . _ ._م .م __ .. _. . ... _ . _ 

 ,, ' م ff ' - ' ' f' ,, '  ,_ ' م ' م '._·f I ' م م ,, - ,, - ' ' ' ' ' ' م ,,
 - - كا ا g - - - لأ ا لأ كا ا ا كمم م م م م(م la1 11y ) م م) 11g11al asse1 s 1-i1weve1 Pl{11:ally 1l1e1e a1e {1111e1 111g levels} م م) 11111 م م م(م ل)تم a1111 م م l{IWI"§ تح م م م key ( {:11q11111e1'Is II' I11a1111ellill,g تح م م م

 م ١٠ ا ,_ f ' م ا ,, م ' م م ' ' م ' م ' م '._·f I م ' ,, ' ' ' م - - ' ر I·, f· م رم
a1:pl11 al11111y م(م ex1s111g 1egr1la11(111s i{)Wal{:S Ilie ( ISI{:{1y (11} م لg11al assels 11 م م م زم م زة أay 1111le1I1ally 111q1e{1e IIe 1:evel(II1111e1,1 (م ل gl{1I:al1sec1 -·1- ر_ .. .. _م . __ ... LJ . _-_ .... _._ .. __ .... _ .. .. ._م _._ . __ . _ .. .م. _ .. ر .. .. .م ر ... __ ..... .. _._.مي. __ . _ ر .... _ .. _ .. "- _ .. __ . _ 

custcd1ar cpt1ons 

 - ١-٠. _--_ -. -1 _ ا - - - اا٠ ... -_- -.- -_ -_-٨١ __ ١. _1 1 . ا _1 ١_ .1 . _ ._ . ._ .... _1_١ .. __ . __ .. _٠. _١ .. __ ا .. .. _. _1. __ ._1_ ._٠ __ ١ء ا .. ء_.٠_<. . __ « .. ٠~
,71ve 1 `لح م´ل م م´م ٠weerIa1nly a1-n1wc: م´م م e11 sI 11ICI111es `ل´ل م´م ٠لم evnlv1ng م`م ٠ل´لح``م ٠ `رأ``م`(`لم ر´م`رم`~ح لح``ل ٠(´م ´كمر´م´م ٠م(´م n1g11 al assel Clslc:ciy م his م م م`ل لرم`` `م ٠`لح م´م`´لم م´م ٠ se ek م م´) `م`م ٠م´م´)ل´ل م`رأ٠ e _ .. _ .. _. ._ _م __ . __ .م_. _م _ _ .ر .. .. _ . _.مي _. __ م __ . ر .. _ مي_ . مي _ . _ __ .. .. _. _ .. _ .. __ . _ . __ .. _. ر __ 

 -.- - ا- ٠_ .--_ -_ -_ -_١٠- -٨-_ .- - - -٨_ .٨٠٨- -_ ._ 1 __ ١ .. _) __ .. ١٠ .. _.1 . ا_ ._ _ . .. _ .. 1.1_٠١ .. ) .1 ٠. اا_٠ .. _ ١1 1_.١ __ . ... _١٠ __ < ١«٠_١٠ ١<ء_ .. __ ٠_ .. __ .. _ ___
 .. .... _م ' __ . __ . . .. ..... مي .... _ .. . . _ .... _ .. __ ... . __ . .. __ ... __ . .... •---- _ .... _ .. . .. _.مي. .. _ .... _ .. __ . _ .... م´م`´لز ´لح ر´ل م ٠رل`م´)`م ٠م`م ٠ م´أ٠ 11111e s a ClISinc:1a م م´م´ل ٠م´)´) whal م(`ل ~ىم´م`م ل´ل م´م ٠´لم م ر´`م ٠´لح ل`م م´م ٠`رم` م´م ٠(´م م`م`أ٠م`م`م`(´م´ل a ´لح م´لم م م ٠م م´)´لم م (´م م م`م`م ٠أ٠´ر will م م م لح``ح`م ٠´لم م`م`أ٠ C11g11al c11s1nc:1an لح` م´م م c:verv1ew Cll م´م ٠´ر

f' م - " م ,, م م ' م ' ' ,, ' - م م  ' ' ' م '  ' f - م ' f 
C:\/e1v1ew 1} تح م م م م(مevel{:1:111e111 s a1,1: ( l1alle1ges Ill تح م م م ( 11s1{:{11ar, 111arke1 a11{1 ex1ilo1e تح م م م ( I1alle1,ges all{I 1:e\/el{)I1111e1,1s م)1 مeg11la1 1111IS ل)كا - - ا - لأ - ا - - لأ - ا - م - ´ ` 

cLstcdiars however before 1nvest1gatrg tre custoc1ars t IS mportart to Lnderstard wrat t s they are storrg 

assets digital are 1/1/hat ? 
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categories distirct five 1rtc down broken been rave assets digital paper 

Categories of digital assets 

Utility tokens 
Digital tokens seek to provide value to investors by 
giving them access to a future product or service. For 
example, a startup may develop a digital product/ 
service and issue utility tokens to investors. Investors 
may then use those tokens at some future time, to 
obtain access to the issuers products/service. 
Example Filecoin 

E-Money tokens 
These are tokens that are designed to function as a 
form of electronic money that represent a claim on the 
issuer, are issued on receipt of funds for the purpose 
of making payment transactions, and are accepted by a 
person other than the issuer. 
Example Libra 

• 

Security tokens 
These are tokens of special characteristics that 
are similar to traditional instruments like shares, 
debentures or units in a collective investment scheme. 
Example: Science Blockchain token 

Cryptocurrencies (or exchange tokens) 
Cryptocurrencies are the most common type of digital 
asset, and they use cryptography for security, designed 
to work as a medium of exchange. 
Example: Bitcoin 

Stablecoins 
Stablecoins are digital assets that attempt to stabilize 
its volatility by typically pegging themselves to a stable 
asset such as the US Dollar or gold. They are slowly 
gaining traction with investors who favour security over 
high returns. 
Example: Gemini dollar 

• 
• 
• 
*Source. FCA Guidance on Cryptoassets - Feedback and Final Gwdance to CP 7913 
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A Market Overview of Custody for Digital Assets 

The methods of a traditional 
custodian may need to be 
updated to cater for the 
unique features of 
digital assets. 

The digital asset market is currently valued over US$ 239bn, as 
measured by total cryptocurrency market capitalisation, with this 
figure only looking set to rise further as the adoption of these 
assets becomes commonplace. Although this figure represents a 
market that is still very much in its infancy, the early asset custody 
providers are beginning to build a burgeoning global landscape, 
hence why the need to agree an appropriate regulatory regime is 
becoming increasingly necessary. 

Before discussing the regulatory considerations, it is important to 
understand the role of custodians in the market. 

Asset custodianship 
To define custodianship, it is worth looking at it within the context of traditional capital markets. Generally speaking, custodians are 
institutions that provide customers with an array of financial services including the likes of trade settlement, exchange, clearing, and 
corporate action execution. However, one of their most notable roles is in the safekeeping of investors' assets. Custodians are like 'vaults', 
holding investors' assets in both electronic and physical form, charging investors a fee in exchange for maintaining them securely. They 
enter into agreements with investors, whereby the asset remains temporarily in the custodian's safekeeping, subsequently being returned 
to the investor upon request. Custodians harness their market expertise to minimise the risk of fraud, theft or loss to those assets. 

T _ ٠-٨١ - .-١.٨١-١ -٨-.١- - -- ا -٨: - -- ١- - - .١.٨- -. 1 .• -1١: - - :1 .. -. - .. : .. - .. - - ... 1- .١ - -. - :ء- - .. _ء- : ._ ا -- _ -١< «- ٠- _ ا- . _ ا __ ١ _. _٠ء- (.-- -- - - -´. 
I h e 11g111e helc: w م`م er:cl5 lh e cnrnpl `ل`كم mle1acl1nns h erwe en va1-1rn1s 1-1ar11 es WIIIT r1acl11rcwal captIal rnarkels VVIIIT rhrs 11-alTI ewc:rk 

custcdrans play a Vita role rr fac1l1tat1ng the safekeeping cfIrvestcr's assets, anc ersurrng market eff1c1ency 

Exchange •- - - - - - - - - - - - - - - - - - - - - - - - - , t.1 
to-o ,., 

• 0-01 
Buyer's Clearing Seller's Selling D 
broker houses broker investor 

------------------ 

Buying 
investor 

Settlement 
Custodians draw upon their 
market experience and 
international networks to 
ensure that investors' trades 
are settled in an efficient and 
timely manner. 

,..,, 

e ,., 

I), 
Seller's"" 

custodian 

Custodians simplify the end-to- 1 

end trading process by netting 1 

all transactions and assuming 
all transaction details under 
their own name on behalf of 
their clients. 

,..,, 

~,; --,;•~ 
~ .. ,,.,;,.~ Buyer's 

custodian I e 
It B I 
I 

Fund I I 

settlement 
account 

1 Safekeeping 
1 An investor liaises with a 
broker, whose role it is to act as 

1 an intermediary between the 
1 investor and exchange. 

1 Once a transaction has 
1 successfully taken place, 
1 the buyer's broker will pass 
1 the purchased security on 
to the buyer's custodian for 

1 safekeeping. 

1 Likewise, on the sell-side, 
1 the seller's broker will pass 
the proceeds of the sale on 
to the seller's custodian for 

1 safekeeping. 
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A Market Overview of Custody for Digital Assets 

Digitalassetcustodians 
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asset c1g1tal tre use to 1nvestcr the 

 .. <_. __  « .. ٠ •..... _؟. ٠ •..... _ . < « ._ .. _ .. _. < .. _ .. ٠ ._ « •. _ .< .... _. _ . _.: « < ..•.... . > _ .. _ <. _.  «<_:. __ . _ . _: _._.> _ء_ .. - .. _. ،
Aprivatekey 1sesse1rt1allya rar1do11rlyger1e1ated brr1a1y11ur11be1 1١7 1كاا used toe11cryptarid لااالا لا لاااك <االاا٩1ااا الااااا 1لالأاكلا 
madeavaabetotheoriginatorofthe encryptec content Subsecuently this private keyisallthatis required 

to confirmatransactior 

A public key is essentially a long numeric code that is cryptographically derived from a specific private key. The public key is 
available to many, and is available in an online directory. The public key must be paired with the correct, corresponding private 
key for a transaction to be executed . 

• 
How does public key cr,,ptographywork? 
 - ._.١ '- _ .• ء_~ا١ __ .. ~ء _د ~ __ ء - _ ·, - ---' ·_I,· .... ·'--- - _١ ~: ... _ ١١_ .. _١ __ .: ١ ~ ~_١_._.~_ -'--- .. ~_ ~ ~_.١ _ :١ _, - '- -- -----' -د د-.- .. ~ - - ·, __ - -. - .. ~دأ١
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a public key and a private key These keys are connectec to ere arotrer 

1. User A sends their public key to User B 

2. Having received User Ns public key, User B can 
now encrypt and authorise the transaction 

3. User A uses their private key to decrypt and 
accept the transaction 
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A Market Overview of Custody for Digital Assets 

custody Optionsfordigital 
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d1sadvantcges anc 

• • • Third party custodian 
A service provider that stores digital assets 
on behalf of customers using clearly 
defined features and controls to provide 
certainty over the safekeeping of the asset. 
Typically, this solution is designed for 
institutional investors, and will therefore 
implement institutional grade security 
and insurance. 

Exchange wallets 
Solutions where the investor gives control 
and management of public and private 
keys to an exchange, but maintains 
access via an on line wallet. The exchange 
holds possession of private keys, and by 
extension, the digital asset itself. 

Self custody 
These may include hardware, software 
or paper wallets, where the digital asset 
investor uses software, hardware (e.g. a 
USB device), or simply a piece of paper to 
store private keys. 

Pros Cons Pros Cons Pros Cons 
• Relatively secure • Burden of • Simple • Counterparty risk • Clearly defined • Cost for retail use 
• Greater control responsibility for • Ease of access • Commingling rules • Regulatory 

asset • Flexibility uncertainty 
• More susceptible • More secure 
to hacking or loss and likely to be 
of assets insured 

C ' رم f - ا I,_.' م ا ' ' ' م ' ٠ م ' ' ' م ر - ٠ ا ' م T ' ار - ٠ ' ار٠ م م ٠ م ٠ 
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s1gnaturE and smart contract waEts 

4. Smart contract wallet 3. Multi-signature wallet !. Cold storage 1. Hot storage 

Custody of smart contract 
Online custodianship No internet connectivity Online custodianship k h 

to ens e.g. Et ereum 

Access the asset via a Private key to access Multiple approvals 
O 1. 

d. h. 
. n 1ne custo 1ans 1p 

digital pr1vate key digital wallet stored offline required for transactions 

d f dd I 
'De-centralised' wallet Controlled by code and a 

Increase ease o access A s a manua aspect to h b db 
t at can e accesse y master account 

to the digital asset accessing assets 
1 

. 
1 

. k 
mu tip e users private ey 

Increased vulnerability Reduced onset of fraud Additional level of security Wallets are customisable 
to hackers and risk of being hacked to access the assets unlike accounts 
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The growing importance of 
digital asset custodians 

As the digital asset market 
continues to grow, the role 
of custodians to maintain the 
safekeeping of these assets is 
becoming ever 
more important. 

A key feature shared by almost all market participants globally, 
ranging from single investors, to some of the largest institutional 
investors, is the desire for asset security and ease of transacting. 
Custodians play a vital role in facilitating these goals. 

While the digital asset market continues to grow, there is an ever 
increasing volume of digital assets flowing through the financial 
system. Individuals and institutions therefore begin to accumulate 
digital assets that exhibit significant value, thus safeguarding of 
these assets begins to take on greater priority. Furthermore, the 
very nature of digital assets means that they are more vulnerable 
than traditional assets, which is why we are beginning to see a rise 
in the prominence of digital asset custodians. 

Some of the key reasons why the custody of digital assets is becoming increasingly important are: 

1. Reduced risk and complication: From an investor's perspective, storing your assets with a custodian can be significantly 
easier than taking care of your own assets. All investors, regardless of invested amounts, can benefit from ease of use, increased 
security and overall reduction of risk that using a custodian provides. 

2. Increased security: The online nature of digital assets presents an array of security risks, not least a vulnerability to hackers. 
However, custodians should have the necessary resources to mitigating these risks, thereby providing investors with a safe and 
regulated storage platform for their digital assets. 

3. Recourse for investors: If investors hold assets privately or with unlicensed custodians they have increased risk of losing the 
asset value in the case of loss from hacking or other loss leading events. Meanwhile, licensed custodians can provide a level of 
certainty of value through recourse in the event of failure at the custodian, and are also more likely to have access to trusted 
insurers, helping to provide investors with greater comfort. 

4. Safer than exchanges: The alternative of storing digital assets on an exchange presents greater risks because of the higher 
possibility of exchanges being targeted by hackers given most of them co-mingle the assets and store assets with significantly 
higher value. Exchanges are also more susceptible to going bankrupt or being shut down by authorities. 

5. Operational efficiency: Potential investors in digital assets may be detracted by the perceived complex nature of the market. 
However, custodians can leverage their technology and regulatory expertise to provide investors with a greater sense of comfort 
and encourage increased market participation. 
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The challenges facing digital 
asset custodians 

Despite the considerable 
global interest in digital assets 
and their custodianship in 
recent years, this growth has 
not been without its fair share 
of challenges and skeptics. 

• Value of Assets under Custody 

As the value of a custodian's Assets under Custody (AuC) rises, the 
profile of the custodian subsequently rises. Hackers become more 

likely to target them, putting the AuC at risk . 

• Volume of transactions 

The more active the use of digital assets by a custodian, the more 
susceptible those assets become to being compromised. 

One of the key challenges currently facing digital asset custodians 
is striking the correct balance between usability and safety. Digital 
asset transactions are multi-stage processes. They need to be 
conducted with maximum efficiency, whilst ensuring that no 
potentially fatal errors, such as the loss or theft of assets, occur. 
This dilemma for custodians is arguably best represented in 
deciding whether to offer cold storage or hot storage solutions: 

• Hot storage solutions increase the ease of access to the digital 
assets. However, they also face greater vulnerability to hackers, 
given their online nature. Additionally, online custodians often 
restrict access to the private key. The drawback of this approach 
is in the event of a shutdown or failure, the investor's entire 
portfolio could be lost. The key benefit of hot storage is also its 
key challenge. Its connectivity to the internet provides it with 
the convenience element but also leaves it vulnerable to cyber 
security threats. 

• Cold storage solutions will typically maximise security by holding 
private keys offline, reducing susceptibility to hacking. However 
the offline nature of the solution means it is not a convenient 
user experience. Additionally, cold storage solutions often use 
archaic mechanisms such as providing keys on a printable piece 
of paper. This increases risk because if destroyed, access to the 
asset is lost too. 

Cyber security is another challenge given the on line nature 
of digital assets and their increased vulnerability to hackers. 
According to Coindesk, there has been a 13-fold increase in the 
amount stolen from cryptocurrency exchanges between 2017 and 
2018, a figure that stands at almost US$ 2.7 m per day. If these 
cyber security issues are not managed effectively, then this figure 
will likely continue to rise, especially as hackers' methods grow in 
complexity. In particular, custodians with a high Value of Assets 
under custody, and large volume of transactions, may be more 
susceptible to cyber threats. 

 .- -, .. - .. - .. -, - .- .. _ .. _- - -.- _ .. u __ - _- _. - .. _. __ -- . _- .. م __ .---- . __ • - - .. _ -ر _ .. __ - ._ u _.- .. __ - _ .-م . __ -. -_-. ,- - .. - .~- .. __ . أ´م لأ(´)`أ(´ل (´)أ م ل´أ(´م أ أ(´أم´) كآ´لل´أل`أزأم ل´أأ ar-,cl 11t1l1swg \/a1-1n11s آل`(´)`أأل´أم´)´) ecessa1y 11sk-1 لم`) tie c:eveln1-11T1ent ل´م` أ(´م(´م` esr:c:1-,se c1stc:cl1a1-,s are pt1n11t1s11-g-1 ل´أأ

against the challenges assoCated wth custociarship ofassets whicr can be both costly and orerous 

Ultimately the success of a custodian comes down to trust and whether the investors trust the custodian with their asset(s). Therefore 
demonstrating safety, stability and certainty is crucial. Clearly, custodians are developing propositions to try meet these objectives 
however they are not in control of all the market conditions. For example, regulators play a role in providing certainty to investors. 
Unfortunately, a definitive regulatory landscape for digital assets is still emerging. 
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The regulatory landscape 
At present, the digital asset 
regulatory landscape is 
characterised by uncertainty 
on whether existing custodial 
frameworks are applicable to 
digital assets. 

In the current setting, consumers and investors are increasingly 
open to exploring opportunities in new and emerging technologies. 
Usually, early adopters pioneer new technologies until mainstream 
consumers realise the opportunity for them and seek to tap into 
the market. 

Digital assets appear to have reached the mainstream, and now 
the consumer requires the market to demonstrate more certainty 
and reduced risk, otherwise enthusiasm and adoption could 
waiver. Currently, within the digital assets regulatory landscape, 
there is uncertainty whether the existing custodial framework is 
fit for purpose to accommodate digital assets, or if there is a need 
to put in additional systems and controls to address some of the 
other risks that arise due to the nature of these assets. 

Below we outline some of the current considerations relating to the regulation of digital assets and the custody of them: 

Safetyoftheasset·Custodiansaretrustedwiththesecurityoftheassetdelegatedtothem 1N1thtrad1t101aass2tslikegold,t1s3 
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Classification ofthe digital asset; is it a security, commodity, currency or other? The way a digital asset is classified from a 
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evclLtonary thrking 

The challenge for custodians, especially custodians with a global ambition/footprint, is that interpretations and applicable regulations 
vary from Jurisdiction to Jurisdiction. Different regimes take a different view point or no view point on how to treat a digital asset. As a 
consequence, custodians are left to deal with the challenge of identifying the applicable regulatory requirements. 
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Next steps 
The burgeoning digital asset market means there will be a growing demand for secure 
and trusted custodian services and each participant such as regulators, custodians 
and investors can play a key role in developing the security and stability of the 
custody sector. 

The regulator 
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basec applicart. 
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 لا` ا`أ´٩` `٢7``1´اا`1`٩`أ´لا`´ `لا`أ´ل`لا` ا`أ´ `1٩`7 ال`´٨`١`4ا`١`١ e ١`1١ ´ك ا`أ`أاال`7̀ ا`أ´أ `لال̀ ا `لا`take 1١ لا` ا´لأ´لا``) 7`١`أ``4أ´لا`لا`71`´لأ``1 <`(`١1`أ´أ´`لا`أ`ل``) ´7´`أ´لا`1`4ا´لأ``لل``أ́ الا` ل``)١`أ`ك̀ e a bs ١`1١ ا`أ´ا :Self control .ل <- -> - - -- ·,_ -.> » ،-.> -<- -> -< «-> ، <ء _ ءء. _ .>. ، .. ' .. ،ء » ، .ء < « » . __ :.، .. ء_> ء»:.ء _  ».> .ء.<> ._ .» ، .. _ _ .<_ . «ء .>< .> _ .. ء_. __ »_- -
i11stilli1g self-tTnritnrirg rnei-1-anisrns haser: >اا«ا r:isc11ssic:1-,s witl the 1-eg11latn1- Tl-ere is p1-ecerlec1ce fc:r this a1-,1-1rc:ach fnr exa1Tr:le tie ... _ .. «« u __ < «  < «._. « « < .. __ « _« .. _< .. _ « .. __ .< « «_< _ .. _ «  .. < «  .. _ . _1·- _ _ . __ .. _ >  » -, _> _ . » > • - _ن- ,- < _ .«  < _ « . <~ .. _._ .«  _ 
. _. ... ·,· __ '- .>. --'·-·  « ,---· __ ... _·_I . , . <.> .. __ . __ . _·_,·_ « <. ,...,,---, .... '·-- .، .. __ . _·_,·_ .. ··- . _'_ ... ·,I_ .< « < .• __ « .. < .. > .. «_ < .. »  . _ .. > ·,- As1a1-1 Sen,r11e s l11rlus1ry & Firanc1al 1V1arkel s Assc:c1alic,1-1 (ASIF1v1A) a Irac:e a ssnc1alinn T Asia Wllh nver lll(J ITI ernher-s relea serl II s 
 . _ م> .. »._ .. >_. م_ » _ .. >. __ ..  »_ . م>_ . » -1· »_ >_ » .. >_ م .. »_> » » __ .. > ----·e ea sec: II s key 1akeaways nr-, « __ . - .. < _ .. . _ . _ ·c....:·--· . < . _ .. _«  ·u--, __ «  < _ u-1 ٠ن ٠>ا»ا)>ا< ,-e ,,c:hal ,J1g11al F1na1-,ce ir-c:1,s11-y rn e1T1oersl-11 ا»  ,hesI r:1-acl ices I(II- ,J1g11al 1~sse1 Excl-ar-,ges a1-,1 > - - .. » . >- -.<« > .» ، -,· ،- - - - - ' -»  »< ... > .. : .. ،_» .. < .. > .. » . > .. ء» >،. »: .. _ .>. ».- <.ء._:٠ «_ .،. 'r. <.، .. « _. _ .< .. » > .. G ء. _ » <.ء._.- .> .، _ ._ .ء_ .» .> «_ .. ،
Crypto Asset Safekeeping and Custcdy." 
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investor The 
 • . __ . - ~ _ .. _ .. ._م _. ر_ -·.-- . __ م __ . _ ------ __ .. _ -- .. -. - . _. __ _ .. _ ._ . . _._ ~ ._ ~ ~ -, ._ ····- _ .. ~_ .. ~ . -----··- s e1-es1 . __ . - ci م م-أ ٠ ز م-أ ٠ ´/نم م ٠ ´م-) -ل زكم- م-م م م-/بم- م(-م-أ ٠ م-ز ٠ (-م م ´/م ٠ م ز ٠ م ز ٠ (-م أ ٠ م-م-أ ٠ م-)م-م ٠ ل-بم--أ ٠ ake م م ل-´رز ٠ م-م-م s 1--e1T1selve م SICJI 11we e م-م م cnr-e s م ز al م-أ ٠ م-)أ ٠ م-/-لح م(-/-أ ٠ (-م ٠ er cn1-,s1rtT has م-أ ٠ م-)أ ٠ reg1rial م-لاأ ٠ م-م رم/م -د- -- -د-~: ------ - :- - ١ د د- -د--~ -. -- .,· I · _ ١ ~ ٠ __ . _ -- -- _. ١ .د '- ~ _. __ . ' ~ __ ١ ء - _د __ .. _.: __ ١ ء _ .. ء: ء_ - _,·, __ ء_.~ - .. _ --·· ._ - ١ - _ .·,_ I .. _ -- ء_ ١ ~ا_ ١ <«
 . - _ء_ ١ ~ - -- __ ١ ء _ د ا_ء._~ا ١ _ - ١ ·,,_ - ءا_~_ -··· ء~ ٠ ل: _~_ : ١ _ -'-- - __ ١ د _ - ~ ا __ ._ ء ١ د _.: ء __ .. _.: ~ - _ ١ د ١ _ ' ~ -~ .. - - . ١ - - --~- - ١ د - ·_ I _ - ~ ~ا ١ -:د-~-د- -
 ا - -- - -لأ- - - - - - - --`لأ - - - -, c ·- - لأ ------ - - - - -- - ------ -- --- - - - -- - - - -- ---- - - - -- - -- -- -- ,- - ---- - -- -- - - - - - لأ -- -- 1 ···--- -- - - ١ را ر(م م ل م م م ح كمم بمم م م As م مم م م مح ال م ر(م e1'§e مح م اا م م م م ) م - r,asr , م ا م م م م رم ل/(م م لم م / كمم م م 1se at11: assel, كمم م م م م م م م كمرم م م م /م كمم م م ل م م م م()روم §1Ie111sel,1es ask11 /-م م لم م م م كمم(/م م
f -- ----- .-١ :ء_ -- - __ ١ ا_ ا~ ~ __ ١ _ - _ - ~ __ --·'· . __ - _ ا - - ١ __ ء ا_د:-~ ١٠ - أ- . ,_ -'-- - - - ١ د - -) ~ ا , __ , I __ ' - _د_ -- I _ -- __ رم م كمم م م مم م ا _~_. ١ _ -'-- - ·, __ ١(رم k رال/(م م م م م / بمم م م م م)م (م م asse1 111g11al 5 /م م لح راكمر)م م م a ( 1a ex1 , 11 م م م م م م()م)م كمم م رم ارم)م م )ل م( 111 بمم م م /م م م ل/كم,;eslIllS م م كمم م رم م sele1 ح م م م م a م م رم م/)/م م مم م ر - _~~ .. _ .. _. - . _. _ .. ~ -, _ . -·· c ;·---- _~ . _ . _._ م _ - ·-··- _ .. _ .. _ ._~_~ __ - ._ .. _ < __ م_ . _~ __ . __ - -, _ .. _ .... . _ -- - . __ . .. u _. __ ._ ._ ------ - 
 ~_ .. __ .. __ . - - -~ __ .. _ .. _ ~ _ - . _م .~ __ ._ .. _ ._ - - ~ _._ -, _ . ------ . __ ---------- . - _ .. _ u .. _.~ ··-·- - _ - -- -- __ .. ,- . __ .... __ - ._ ح ... 1 ··-· - - ر-م م´رز ٠ م-م م-م-م lrveslnrs ر-)بم-´/نم م ٠ ´(-)م م(-/ا بم- (-م م-/م r:rncess م-منم-/ز ٠ م ز-أ ٠ -/ a 5 ل-م-أ ٠ (-م ز م(-أ ٠ م-) c11s1nn1an e ava1lahl e م-م م ~لح م-أ ٠ ز ٠ -ل´م م-أ ٠ ´م م´م م ٠ -أ ٠ -)-م ر-م م-أ ٠ a eens م-أ ٠ c11s1nny م-أ ٠ ´/لزم ٠ ´(-م 5 -كمم-أ ٠ م-) ~لح م-أ ٠ ز ٠ ´رأ´م أ ٠ م م-أ ٠ مح- ر-/م ١ - ١ . ~ - - ١ - -- -د- - ·-·' ا- - .. ~- ١١ -ل - - ١ -- -- - ١ __ ·,· - _ - _ ·, ._~ ١٠ __ ء_. - _ ١ _ ١ _ ١ :_. - __ , , __ ' ·,_ ·-·- _ ا_ - __ ١ - . ,_ -'-- ._ -····- «_ - '_ f '- _ ا_ <

questors following the conscer 

• What are the security provisions used by the custodian1 

• What processes are in place for key generation, storage and access1 

• What are the authentication and transaction safeguards employed by the custodian1 

• What recourse do I have against the custodian in the event of a cyber incident that results in a loss or theft of my asset) 

 .» ٠ : .> .. ١ » .. >» . »._ _.<.:. _ .. __ ٠ .. 1١ ء. ء _ ١ ، '- _ .. _ ١.٠ .. ا ا ١ ._ _ ._ ١٠ .. ،._ ١ ، __ . ١ ا .. ا. :. _ .. _ _ ٠ __ ._ 1١ ء. __ ١:1 : . ١ .. ا ا
̀ م´م أ ٠ `رأ ٠ (´م`أ ٠ م´ز` ن`´)´ل´م ل ٠ `أ ٠ ´كان´ e ل`م م ل(´م ´رأ ٠ م ألأم´م´رن´م م  _ .. __ .. _ _ _ _ - u _ _ .. _ _ ر . __ .. _. - _. . _ .. _ .. . __ _ __ . ر. __ ر _ _ . م __ ._ . T ´لل`ل`أ`ن´أ ٠ ل`أ ٠ ´رل´م´)´كرل`ل´أ` ل`´)ل´أ ٠ ´لزل´أ ٠ `أ ٠ ن`´رأ ٠ (´م للح -ex1s1er-,ce e11 ل`م م ل(´م ا(´م(´ل`أ ٠ م´ز` e al lnnk1ng-11 ل´)لر`ن´ن´ sse a e (´ل ل´أ ٠ ´ر´م ل´أ ٠ ´رأ ٠ ل´ل م`)ل´ل´ل أ`´) e-1 م ´م ل ٠ م´م م´م ل

 اا •..  » > 1 ..•. 1 » > .. » .. > . ا» >. ا. 1 » ١ .> ._ . ١.1 .. _ .. ١ < . ء __ ١ .. 1 ._ _. ا 1 ء .. ١ .. _. ا ،._ _ « ا .. _ :. : ١ .. _ _ _: ا ١ : ١ . __ ١ . _
plai-e ́أ ٠ ´م أ ٠ ل(´م(´أ ٠ ´كا´ل ل`أ ٠ ´ل`أ``م ل`ن´ل´أ ٠ أ ٠ ر`م´كام´م أ`أ`´)ن´م`م`م ل ٠ ن es م´ل ل´أ ٠ ´ر I كرل´م´ (´`م ل´أ ٠ ´كا`أ``أ ٠ `م ل assel Cll levels ´رأ ٠ ر`م(´م م ن´´م ل`´) `أ ٠ ´كار`م ل´أ``م ل̀ ن´ I As ل`م e م م ´لر´ل أ ٠ -لمن``أ ٠´) رأ ٠ `أ ٠´ rnarkel (´ر _ _ .•.. ر .. _ . __ _ . _ _ م _ .. _.س _. _ .. ' 1 ·- .. _ _ _. . _ . _ _ _ _. _ ر _ _ _ _ _._ .. _ •.. _ م لرأ`ل أ ١ ̀ ´ ´رأ ٠ م ل´أ`أ´رل`أ ٠ لر`´) ´كا`أ ٠ (´رل`ل`أ ٠ أ´م´ز ٠ م´)للر`´رأ ٠ لم̀ ل ..... 

process sir,pler anc certain more a becor,e should custcdians cfthe assessmert the and prcvidec be 

Conclusion 
The digital assets industry is both globalised and localised, with borderless exchange operations, as well as geographically condensed 
mining activities. Additionally, the industry is becoming more fluid, as the lines between exchanges and wallets are increasingly blurred 
and a multitude of cryptocurrencies, not Just bitcoin, are now supported by a growing ecosystem, fulfilling an array of functions. Therefore, 
the issues of security, regulatory compliance and general viability of the digital custodian are likely to remain prevalent for years to come. 
Hence, it is important for regulators to work with the custodians and investors to deal with these issues while on the other hand not 
obstructing innovation. 
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