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The goal of the Dubai Financial Services Authority (DFSA) in making this presentation is to provide you with easy to
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D/Q/\ Breakout Group 4 - Agenda

 Opening Comments
Lawrence Paramasivam - DFSA

« OECD Common Reporting Standards
Jacques Visser - DIFC Authority

 Financial Crime Thematic Review
Ali Ba’Alawi - DFSA

« SAR Update and Common AML Issues
Catherine Durben and Maryam AlZarooni - DFSA

- AML Q&A’s
Michael Wong - DFSA




/A What Are Some Of The Financial
- e, Crime Priorities For 2017/20187?

» Risk Based Supervision of Firms and DNFBPs
— AML Annual Returns

— Thematic Reviews - Trade Finance and Financial Crime
« Implementation of AML Rule Changes

» FATF Assessment of the UAE




Common Reporting Standards

I¥, Jacques-Visser
1 -\H Legal Officer, DIF |






A

LJS/\ Objectives of the FC Thematic Review

« To analyse the guality and implementation of the
Business AML Risk-Assessment conducted by the
Authorised Firms

« To assess the adequacy of the Authorised Firms’ systems
and controls in implementing effective monitoring and on-
going customer due diligence

« To test the adequacy of transaction monitoring and
reporting mechanism

« To publish findings report; which may include good and
poor practices and issue further guidance to the
Authorised Firms




Drivers behind the FC Thematic
. e
v, Review

Annual AML Return, Risk Assessment Findings and
Enforcement Actions

G Y= Areas of improvements nclude the need for the
Firm to tailor their assessments specifically to
Bué?r?ggss,rz(l\e/lnLt g}csk their business, and obtain buy-in from all areas
of the Firm including senior management,
B ) compliance and business lines. W,
4 N
» Areas of improvement include the requirement
DCillLilsé?]rgee r(clé)slg) to conduct on-going CDD and transaction
9 monitoring.
R /
4 )
. " * Expectation that the number of internal
Su;g'cc')?tuss(ézt%'ty notifications would be significantly higher than
P the number of external SARs.
\ y,




DLK’LJD/ v Scope of the FC Thematic Review

Dubai Financial
ervices Authority

« 15 Firms: Commercial Banks, Asset Managers,
Arrangers and Advisors, Fund Managers, Brokerage etc.

 Annual AML Returns « Discussions with senior
management and other
» Other supporting staff members
documents
* File reviews




DLK’LJD > Business AML Risk Assessment

Good Practices Poor Practices

Detailed Business AML Risk which Business AML Risk Assessment not
included assessment of inherent risks, covering activities in the DIFC
mitigating controls and residual risks

No involvement of senior
Involvement of senior management in management in the preparation of
the assessment the assessment

Concluding statement of the overall risk | Covers the licensed activities and/or
factors with no analysis of the risks

No adequate assessment and
analysis of overall risk




’Pﬂé_k On-going Customer Due Diligence

Good Practices Poor Practices

Involvement of senior management in
the ongoing due diligence

Use of both automatic and manual
systems

Register to track adverse findings and
actions taken

Documented policy in regards to
dormant customers and/or inactive
accounts

100% transaction monitoring

On-going Due Diligence not in line
with the firm’s policies and/
procedures

Reliance on manual systems
No formal escalation policy in the
event of adverse findings

Similar level of due diligence applied
to all customers

Lack of policy in regards to periodic
reviews

Adoption of a risk-based approach to
transaction monitoring




’ELJD *’ Suspicious Activity Reporting (SAR)

Good Practices Poor Practices

Staff awareness in regards to escalation | No documented procedures in
processes regards to internal reporting
(rejected customers, system to
Clearly identified and documented red record internal SARs etc.)
flags and typologies in regards

commensurate with the business Inappropriate reliance on booking
activities centers to lodge external SARs

For branches, exclusion from initial
Adequate on-going training Investigation on a suspicious activity

MLRO independence in relation to the by the booking centre or head office
investigation and reporting of SAR
Lack of familiarity with the

transaction monitoring system




r\ﬁ,\ :
Ljof v QOverall Conclusion

« Deficiencies in regards to the Business AML Risk
Assessment

* On-going due diligence and Suspicious Activity Reporting
were relatively satisfactory. However, there are still areas
for improvement

* Next Steps and potential outcomes — publish findings and
ISsue written guidance




(D‘AA*Q/) To sum up

CALM

AND

CARRY OUT A
RISK ASSESSMENT




Dubai Financial
Services Authority

/v To sum up
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fD‘LJQ;‘A*/\ SAR Process

Suspicion Internal SAR

|dentified Report Investigation

DFSA AMLSCU External

Reporting

SARUnit@dfsa.ae Reporting SAR Report

v Review it for completeness

‘/ Assess for any further actions resulting from the SAR



DLA‘LJD/\ SAR Improvement Opportunities

Dubai Financial
ervices Authority

Attach
supporting

documents
Complete

all
sections

Decisions of form Clearly

and State

Actions suspicion ,
Taken Explain

Advise

dual filing time lag




DA*LJQ/\ Trade Finance AML risk

Dubai Financial
Services Authority

« Customs documentation

 Bill of Lading / Verification of Port of
Loading

Further to our previous reply, according to the
physical carrier, the containers (20x) were loaded

on -in load port, Bandar Abbas, Iran (Not Jebel
Ali, United Arab Emirates) on S

We have been further advised by Jebel Ali port that

there is no record of the containers being loaded
from Jebel Ali, UAE.




"PJD_:_A“/{ Correspondent Banking AML risk

» Lack of clarity or response from
beneficiary bank on queries

We acknowledge that we have been seeing activities within the portfolio of
Bthat is not within our risk appetite and which we deem suspicious and
result in filings.

We are currently scheduling a high level on site visit with the Bank to discuss
our concerns and also hear from them on how they manage their clients’
risks.

We will continue monitoring the transactions flowing in their account as per
our regulatory duties and determine a new course of action if warranted.



DAA*L/J/\ Number of SARs 5 Year Trend

D
S

142
130

2013 2014 2015 2016 2017 Q1 2017 Q1

Internal SAR
(EPRS)



B‘é/% Most Common SARs by Typology

Dubai Financial 20 I 3 - 20 I ;
Services Authority

—

——

inconsistent with

customer profile

FI




@éf‘\ SARs by Firm Type 2013 - 2017

Dubai Financial
Services Authority

Full Insurer

Auditor

Fund Distributor
Managing a Collective Investment..

Fund Administration

Insurance Intermediation

Brokerage

Company Service Provider

Asset Management

Legal Firm

Commercial Banking

Private Banking

106
112

Diversified Activites
Arrangers and Advisers




faiddell  Maryam Al Z%ﬁi\\
g7 /448 144l Manager, Supervision



Enhancement

in AML
Framework

Common AML Issues

Initial and
ongoing
customer due
diligence

Verifying the
high risk

client’s source
of wealth and
funds




Dubai Financial
Services Authority

LJQ/\ Common AML Issues

Lack of knowledge and understanding of when and how to
establish a client’s source of wealth and source of funds,
with some Firms failing to distinguish between the two.
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r\ﬁA Initial and On-going Customer Due
LJD/\ A
Diligence

We have seen some Firms relying on Relationship
Managers to carry enhanced due diligence review
on clients with no oversight by compliance to

identify any deficiencies and take appropriate
action.




D-ég Common AML Issues on Enhanced

L) O/} N~
/ e DU Diligence

y

Firms relying heavily on world check screening and using it
as a standalone exercise when carrying enhanced due
diligence on their high risk customers.

World check
screening




DLK’LJD/\ EDD - High Risk Customer

For high risk customers, Firms must undertake a greater
degree of due diligence throughout the customer
relationship and should understand the nature of the
customer’s business and consider whether it is consistent

and reasonable.

<
’g KYC
CDD
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JEV A

Ly /X Documentation Issue

———

We have also visited Firms that failed to record
adverse information related to high risk client’s,
and some Firms that failed to document the
rationale for dismissing any adverse matches

§'\ Adverse Match

Sé.

“ S HIGH
£

RISK

FI
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DLA\’LJD/\ Enhanced Due Diligence for PEPs

Dubai F
Services Authority

We also found weaknesses in Firms of all sizes when they should be
establishing and verifying high risk clients’ sources of wealth and funds
including PEPSs.

Inadequate verifications
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PAAW Additional Guidance

Identifying beneficial ownership

Documenting the understanding Enhancing the definition of a
and verification of source of PEPs, to ensure the inclusion

wealth and source of funds of International PEPs
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Pﬂé‘k/ v Common Issues Identified for PEPs

D

ubai Financial
Servic

‘inar
es Authority

1-There was no explanation for why low ratings were assigned to
certain PEPs.

2-Firm uses a very narrow definition of PEP and generally, only applies
the designation to members of the royal family.
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’Ejﬁ{k_\ Enhanced Due Diligence for PEPs

Senior management should be provided with all relevant
Information before approving PEP relationships to ensure
they understand the nature of, and the risks posed by, the
relationship they are approving.

Source of Wealth and fund Potential Adverse Information and
Red Flags
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pﬁg EDD - Verifying the clients source of
LJIV wealth and funds

D
Se

Firms recorded some narrative with respect to the clients
source of wealth and funds. However, there was no
supporting documents to evidence the verification of the
source of wealth and source of funds

No Documentary
Evidence
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S A EDD - Verifying the clients source of

v, Wealth and funds
Services Authority

In the contrary, we have seen instances of Firms attaching
supporting documentation in the client file without clearly
Indicating its rationale and assessment of the information.

a4 DEMO Construction Co., Inc. Page 1
INCOME STATEMENT

Completed Job Basis

N —
Wonth
INGOWE
Intereat income sz
Discounts Eamed 7800
Ciosed Job Revenue 24,382.00 13196469 2189000 2057800
TOTAL INCOME 4045.12 13398629 2193567 9982477
COST OF CONSTRUCTION
Giosod Job Labor 481958 1828427 28850 48850
Glosed Job Materal 424045 2400477 sg225 s
Glosed Job SubGon 519025 4082075 871050 175280
Glosed Job Miscellneous 1080596 575
Giosed Job Burden 814513 1000 1.266.00
TOTAL COST OF CONSTRUCTION 1784200 10201088 1700000 2012000
Gross Proft a1z siersan ag0567 18.70877
GENERAL & ADMINISTRATIVE
‘Gantibutions 15000
825
Esimaiing Expense a5.00
I 28160 84450 28150 6300
Insurarce | 3602 74 15800 316,00
Ofice Expense 22023 57.00
PR Tases & Ine asaar sttt 114485 1.7286.55
Rent 1.800.00 500000 200000 400000
Saiariss - Office 1144000 44000 80000 590000
Telephone 5. ‘si250
vilites 12825 66500
TOTAL GENERAL & ADMINISTRATIVE 425099 1186752 430435 1166331
Operating Profit 305213 2010789 ss1.32 108148
Nt Income Before Taxes. 308213 2010788 88132 408148
Net income 305213 2010789 s5132 408148

Rationale «

-
™~

e B
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Dﬁg EDD - Verifying the clients source of
LJIV wealth and funds

D
Se

Relationship Managers seem to have in-depth
Knowledge, but the written documentation was
acking detail and assessment of the verification of
source of wealth and fund.

students. A frequent iment of Written
ask ex udents would write a rationale which was
srec part, it is this experience that motivates the
t ecision 1
l | ‘cache — ! i
" 1
able for the rationale that o

= —i\;,_‘-;;5_.;‘.,,‘;\Asses S|
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,D-ég EDD - Verifying the clients

source of wealth and funds

Firms that place too much reliance on clients’ own
explanations and considering only at face value.
Firms should perform independent measures to
verify clients source of wealth and funds.
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DLA\ EDD - Verifying the clients source of

LJ\ wealth and funds

Services Authority

Examples of Source of Information you could Examples of
wealth look for requested documents

Inheritance  Name of deceased .
» Date of death
» Relationship to client
« Date received

* Total amount .

e Solicitor’s details

(copy of the Will)
clearly showing the
amount of
inheritance

Signed letter from a
licensed solicitor



DLK EDD - Verifying the clients source of

LJ\ wealth and funds

Services Authority

Examples of Source of Information you could

wealth look for
Company profits  Name and address of
company

* Nature of company
« Amount of annual profit

Examples of requested
documents

» Copy of latest audited
company accounts

« Documentary evidence
of the nature of business
activity e.g. a letter from
a regulated accountant



DLK EDD - Verifying the clients source of

LJ\ wealth and funds

Services Authority

Examples of Source of Information you could

wealth look for
Dividend payment * Date of receipt of
dividend

« Total amount received

* Name of company
paying dividend

* Length of time the
shares have been held in
the company

Examples of requested
documents

 Dividend contract note
or equivalent, clearly
showing the dividend
details, customer’s name
and entitlement



D‘é& EDD - Verifying the clients source of

JAAN

/Duhai Financial
Services Authority

——

Examples of Source of
wealth

Retirement income

wealth and funds

Information you could
look for

» Retirement date

» Details of previous
profession/

occupation

 Name and address of
last (final)

employer

* Details of pension
Income source

Examples of requested
documents

* Pension statement
clearly showing name of
provider, name of
customer, amount and
frequency of income

* Letter from a regulated
accountant clearly
showing name of
customer, date(s) and
amount of retirement
income received.

FI




(])LA\ EDD - Verifying the clients source of
LJIV wealth and funds

Examples of Source of Information you could Examples of requested

wealth look for documents

Sale of property » Address of property « Letter from a
sold regulated accountant,
» Date of sale stating property
» Total sale amount address, date of sale

* Name of purchaser
» Copy of sale contract



(]).AA\ EDD - Verifying the clients source of
LJIV wealth and funds

Examples of Source of Information you could Examples of requested
wealth look for documents

e Trust * |dentify the individuals « Trust deed.
who are the settlor(s). + company website,
annual reports, and
financials.



Financial Crime risks remains a high
priority given the continued
regulatory focus of such risks across
the industry and the considerable
reputational impact of a financial
crime event. Addressing such risks
requires an effective AML
framework.
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VA
D/D/A\ Annual AML return

What are the AML Return reporting obligations for a Firm with a
financial year ending 31-Mar-17?

AML Rule 14.5.2 states two AML Return reporting periods:

* For financial year ending 2016, AML Return to be completed
within four months of financial year end; and

 for period 01-Aug-16 to 31-Jul-17, AML Return to be
completed and submitted on or before 30-Sep-17.

In accordance with this rule the only applicable reporting period
for a Firm with a financial year ending 31-Mar-17 is for period
01-Aug-16 to 31-Jul-17, which would result in a 4 month gap
from 01-Apr-16 to 31-Jul-16 in AML reporting. Please confirm.




VA
D/D/A\ Annual AML Return

The definition of “customer” in the AML Module
Includes a Person for whom the Firm has
established a business relationship. Accordingly,
within the AML Return, must the Firm report on all
customers, which would include, inter alia, Clients
and other business relationships such as business
partners?




VA
[}:A AML = 5% Threshold

Article 4 of Cabinet Resolution 38 of 2014

The Federal AML Cabinet Resolutions is itself is open to
Interpretation as to whether the expectation is to identify the
5% beneficial owners or the 5% immediate shareholders of a
legal person. It would appear that the DFSA have interpreted
the Federal Law as applying the 5% threshold to immediate
shareholders only. Keeping in mind that Firms are obliged to
take a risk based approach with regards to the identification
and verification of beneficial ownership

Please confirm that the mandatory threshold of 5% applies
only to the identification and address of immediate
shareholders and not beneficial owners.




[
D/D/A\ AMLSCU Biannual Reporting

AML 14.5.1 guidance states Firms should be aware of
their obligation under Cabinet Resolution N0.38 of

2014 to prepare AML reports and copy them to the
AMLSCU.

Does the DFSA have any insight as to whether there

IS a prescribed form or what form the reports might
take?




A S
Ly v AMLSCU training programmes

AML 12.1.1 guidance states Firms should be aware of
their duty under Cabinet Resolution No. 38 of 2014 to
establish and provide AML training programmes in
coordination with the AMLSCU.

Does the DFSA have any insight as to what

“coordination” is required with the AMLSCU and what
form this might take?




[
D/D/A\ SAR Online Reporting

Within the DFSA letter dated 03-Mar-16 which
provides guidance to complete the DFSA's Annual
AML Return, section J1, Element 2b asks: Has the
Firm obtained access to the AMLSCU’s SAR online

reporting platform? Does the DFSA have any insight
as to whether DFSA Firms are able to access this
platform?




[
D/Q/\ Certified Copies

Please can you clarify the requirements for
obtaining certified copies of documents? Does the
DFSA permit a risk based approach to certification
of documents as it is often difficult to obtain
certification due to a lack of eligible certifiers.




Thank You




